9 University Hospitals -

Enrolling and Activating Intelligent Hub
(AirWatch)

For Apple 10S Devices

Introduction

This job aid will assist you in setting up Intelligent Hub (AirWatch) on your Apple device. Please note that the
vendor has changed the name from AirWatch to Intelligent Hub. Intelligent Hub will secure your personal
mobile device and will allow it to access your UH email, contacts and calendar from within your device’s native

applications.

Note » Many Apple devices and iOS versions exist. The process this job aid
details may not be identical to the process to enroll your device. It
should, howeer, be a very similar representation. If you have
guestions or if you need further assistance, please call the UH
Senvice Desk at 216-844-3327.

i E IF YOU ARE IN A UH FACILITY:

Please ensure that your device is connected to UH_BYOD or
your cellular connection throughout the installation process.

YOU MUST NOT BE CONNECTED TO UH_GUEST WIRELESS.

IF YOU ARE NOT IN A UH FACILITY:
It is recommended that you connect to a trusted WiFi network during this process.
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Enrolling and Activating Intelligent Hub (AirWatch)

I
Installing and Setting Up the Intelligent Hub App

Downloading the Intelligent Hub App from the App Store

On your device, tap the App Store icon to open the App Store.

In the lower right corner, tap on the App Store’s Search magnifying glass icon. i
In the Search Bar of the App Store, enter Intelligent Hub.

Tap GET.
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Q in&elligent hub © Cancel
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5. Atfter installation finishes, the Hub app Q will be installed on your device.

Enrolling and Authenticating Intelligent Hub

Y
1. Onyourdevice, tap the Hub app icor ™ to open the app.

o

~

B8 QR Code
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address and Tap Next.

A Username and Password screen appears. This may look different depending on your

network connection.

Enrolling and Activating Intelligent Hub (AirwWatch)

2. Onthe main Hub app screen, tap the Email Address or Server field and enter your @uhhospitals.org email

UHapps.

Username

Password

UH_BYOD network

3. In the Username field, enter your UH username.
4. In the Password field, enter your UH password.

Tip » This is the same UH username and password you use to log in to your UH computer.

Tip » If you are not connected to the UH_BYOD network, you may be subject to additional verification.

Instructions can be found here.

5. Tap Next or Submit, depending on your screen.

Login
0

University Hospitals

UHapps.

Please select the 'Public Computer' option if this is not a
machine you use regularly, then enter your User 1D below
and click 'Submit' to access the system.

() This is a public computer
o This is a private computer
Username:

Username

Restart Login

Property of University Hospitals, all rights reserved.

All non-UH networks
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http://content.learnshare.com/courses/81/1999017/ITSecurity_MFA_MobileDeviceRegistration_JobAid.pdf

Enrolling and Activating Intelligent Hub (AirWatch)

7. At the We Value Your Privacy screen tap Continue..

UHapps.

We value your privacy

We don't collect We may collect

Messages
Keep text messages private.

Personal Email
All of your own accounts are private.

Personal Photos
We do not store nor have access to
your photos.

6. Atthe Set Up Your Profile screen tap Download profile.

©00

UHapps.

Set up your profile

|&

‘ @ Download profile

‘ @ Install profile

7. Onthe “Hub” Would Like to Send You Notifications screen Tap Allow.

“Hub” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

8. The Ignore / Allow option screen appears. Tap Allow.
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Enrolling and Activating Intelligent Hub (AirwWatch)

This website is trying to download a

configuration profile. Do you want to allow

this?
Ignore

9. The Profile Downloaded screen appears. Tap Close.

Profile Downloaded

Review the profile in Settings app if
you want to install it.

10. On the “Steps to download profile” screen, tap “Tap hear when download finishes”

il Verizen % 1:53 PM -
Cancel & uhmdm.myuhworks.org sA

23

‘Workspace ONE™ LEM

)

Steps to download profile

1. When prompted to download the profile, tap on
Allow

2. After the download is complate, tap on Close

Tap here when download finishes

< > M @

11. The “Set Up Your Profile” screen appears. Tap Install profile.
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I
UHapps.

Set up your profile

‘ @ rrofile downloaded

[e Install profile

3
[

Download profile again

12. The Install Profile screen appears. Tap the Open the Settings app button.

&

Install profile

1. In the Settings app, locate and tap
Profile Downloaded at the top.

2. Select Install to continue
the process.

3. Tap Trust on the Remote
Management pop up.

4. Once the profile is installed, return
to Hub to complete your enroliment.

| Open the Settings app

13. The Settings app will open. Tap Profile Downloaded.

Note P The iPhone Settings will open in the state that it was previously
used. It may be necessary to scroll and return to the top of the
Settings screen to see the Profile Downloaded option.
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Enrolling and Activating Intelligent Hub (AirwWatch)

R ——
Settings

Apple ID, iCloud, Media & Pur...

Profile Downloaded

Airplane Mode

Wi-Fi
B Bluetooth On

D cellular

Notifications

Tip » Please ensure that you are viewing the top level of the Settings screen, as pictured above.

14. The Install Profile screen appears, tap Install.

Cancel Install Profile Install

Workspace Services
Workspace

Signed by *myuhworks.org
Verified v

Description Workspace profile to separate
work and personal data and
activate access to work
applications and services on
your device.

Contains Device Enrollment Challenge

More Details

Remove Downloaded Profile

Note P If you have a passcode set on your device, your device will now
prompt you to enter the passcode.

15. The Enter Passcode screen appears. Enter your device’s passcode.
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Enter Passcode Cance!

Enter your passcode

O OO0 00 O0

1 2 3
4 5 6
GHI JEL MNO
7 8 9
PORS TuY WHYE

0 (€]

16. The Installing Profile screen appears. Tap Install.

Installing Profile

Workspace Services
Workspace

Signed by *myuhworks.org
Verified v
Description Workspace profile to separate
work and personal data and
activate access to work
applications and services on
your device.

Contains Device Enroliment Challenge

More Details >

Install

Cancel

17. The Warning screen appears. Tap Install.
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Enrolling and Activating Intelligent Hub (AirwWatch)

P

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at "https://
uhmdm.myuhworks.org/
DeviceServices/AppleMDM/
Processor.aspx?
deviceld=315c6494-f4bb-4847-
bf98-d3314952a918" to remotely
manage your iPhone.

The administrator may collect
personal data, add/remove
accounts and restrictions, and
install, manage, and list apps on
your iPhone.

18. The Remote Management pop-up appears. Tap Trust.

Remote Management
Do you trust this profile’s source
to enroll your iPhone into remote

management?

19. The Profile Installed screen appears. Tap Done.

@ safar il UE 4:22 PM 5 6z

Profile Installed

cription Workspace profile to separate work and personal data and
activate 3ccess 10 work applications and services on your
device.

tains Mobile Device Management
Certificate

More Details

20. Press your device’s Home button to return to the Home screen.
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Enrolling and Activating Intelligent Hub (AirWatch)

21. Open the Hub app Q on your device to continue the installation process.

22. The Your Profile Is Now Set Up screen appears. Tap Take me to Hub.

UHapps.

Your profile is now
set up

‘ @ Profile downloaded

‘ e Profile installed

Take me to Hub

23. The Always accessible screen appears. Either swipe through the screens to read and tap Got It or tap Skip

IT Training and Development, MSC




Enrolling and Activating Intelligent Hub (AirwWatch)

o Verizon T 5:04 PM -

[@]

Always accessible

Quick access to corporate apps from anywhere.

- Skip

24. The Privacy screen appears. Tap | Understand.

Privacy

@

/

Your Privacy Matters.VMware Workspace
ONE collects information to provide secure
access to your work data and applications.
Below you will find an overview of data
collected by Workspace ONE and Hub to
provide optimal performance, security and
support. For information about how your
company handles information collected by
Workspace ONE, please contact your
company.

For information regarding the data VMware
collects in connection with your use of this
application for product improvement and
other analytics purposes, see the Trust &

| Understand

25. The Data Sharing screen appears. Tap either | Agree or Not Now.

IT Training and Development, MSC Job Aid [Nk




Enrolling and Activating Intelligent Hub (AirWatch)
I

Data Sharing

Want An Even Better App Experience?

Help us improve and develop new app
features and functionality that will make you
even more productive.

We would like to collect information about
your usage of our app, including crash
details, to better understand how users

interact with our apps, how we can improve
the app experience, and how we can better
diagnose and fix issues. We analyze this
data in the aggregate and not in any way
that directly identifies you. If you change
your mind, you can change this setting at
any time.

For information about how VMware handles
your usage data if you elect to share this
data with VMware, visit https://
www.vmware.com/help/privacy.html.

Not Now

Note »  You are not required to agree to share your information. Intelligent
Hub uses any information collected to improve the app’s

functionality. Choosing the Not Now option will opt you out of sharing
your app usage information.

26. The Favorites screen appears

vl Verizon 326 PM =4
Favorites
Apps
Mo apps favorited yet.

Gel guick access Lo your favarile apps.

* %
ac
Fawarites Apps

27. Tap your initialsin the top right corner of the screen

28. The Account screen appears. Tap This Device.
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Enrolling and Activating Intelligent Hub (AirWatch)
R ———

Account

Directory Account
Updated Today at 4:04 PM

This Device

Support
Legal
Privacy

About

29. The “This Device” screen appears. Tap Send Data to begin syncing your UH email to your device.

< Account This Device
Ron's iPhone

® Device Enrolled
® Connectivity Normal

Enrallment

Network
Messages

Preferences

jevice information and
]

& If your device is presently not passcode protected or if your device’s passcode
does not meet University Hospitals’ passcode complexity requirement, you will be
prompted with the alert below to create/update the device’s passcode.
A passcode must be set on your device to view your UH email.

The passcode must be six digits of any combination.
You will be prompted to change your device’s passcode every 90 days.

IT Training and Development, MSC Job Aid 13‘
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30. The “Passcode Requirement” screen appears.

Passcode Requirement

You must change your passcode
within 60 minutes.

Later | Continue

31. At the Passcode Requirement pop-up, tap Continue.

32. The “New Passcode” screen appears.

New Passcode
Enter a strong passcode with 4 or
more characters including 0 special
characters (#&!).

Emergency Call

33. Enter your new password, then tap Continue.

34. The “Re-enter your new passcode” screen appears.

Re-enter your new passcode

Emergency Call

35. Re-enter your new passcode, then tap Set Passcode.

& Now that you have enrolled your device, you must complete the steps below to
access UH email, calendar and contacts on your device.

Accessing Your UH Email, Calendar and Contacts

A
1. Open the Mail app on your device. il

2. The “Password Required” screen appears.

Z8 Job Aid IT Training and Development, MSC




Enrolling and Activating Intelligent Hub (AirwWatch)

Password Required

Enter the password for the
Exchange account “UH
Corparate”

3. Enteryour UH password and tap OK.

Note »  This is the same username and password you use to log in to your
UH computer.

4. If you do not see your list of Mailboxes, in the top left corner, tap <Back.

< Back Ediit

Inbox
WO, 4:10PM

ol 4:08PM
5. The Mailboxes screen appears.
Edit
Mailboxes
@ All Inboxes
& 16
£ UH Corporate 2
VIP @
Updated Just Now @

6. Tap UH Corporate.

Note »  Youmay see a Cannot Get Mail message (see below) as your UH
email account is being set up for your device. Click OK and wait for

your email to finish setting up.

IT Training and Development, MSC
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I

Cannot Get Mail
The connection to the server
failed.

OK

[ It may take up to 10 minutes
for UH email to appear
on your device.

Note »  Your device setup isnow complete!

Tip » Please contact the UH Senvice Desk at 216-844-3327 if you need further assistance.

Changing Your Email Password

1. Onyourdevice, open Settings.a

2. The Settings screen appears.

‘R Job Aid IT Training and Development, MSC




Enrolling and Activating Intelligent Hub (AirWatch)

Settings
u Home Screen

Accessibility
Wallpaper
Siri & Seafgh

Touch ID & Passcode

Emergency 30S
Exposure Notifications
Battery

Privacy

CG0D+#=8

App Store

Wallet & Apple Pay

oe

Passwords

I@ Mail I

2| Contacts

3. Onthe Settings screen, scroll down and tap Mail.

4. The Mail screen appears.

£ Settings Mail

ALLOW MAIL TO ACCESS
Siri & Search

& lﬁotlf ications
Badges

Cellular Data O

Accounts 1
I |

MESSAGE LIST

Preview 2 Lines
Show To/Cc Labels
Swipe Options
5. Tap Accounts.
6. The Accounts screen appears.
< Mail Accounts
ACCOUNTS

UH Corporate

Mail, Contacts, Calendars, Reminders, Notes

Add Account

Fetch New Data Push
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7. Tap UH Corporate.

8. The UH Corporate screen appears.

bl Verizon & 9:42 AM (-

& Accounts UH Corporate

EXCHANGE

I Account a@UHhospitals.org I

) wai
;F Contacts

A
i+ Calendars

olofo

9. Tap your UH email address.

10. The Account screen appears.

Cancel Account Done
Email Ear Wms@UHhospitals.org
Server async.uhhospitals.org

Domain uhhs

Username i et

Password I I

Description UH Corporate

Advanced Settings

These settings are installed by the profile "Exchange
ActiveSync i0S BYOD/V_5"

11. In the Password field, delete your password.
12. In the Password field, type in your current UH password.

13. In the top right of the screen, tap Done.

{8 Job Aid IT Training and Development, MSC




Enrolling and Activating Intelligent Hub (AirwWatch)

-

Cancel Account
Email B ems@UHhospitals.org
Server async.uhhospitals.org

Domain uhhs
Username (i lssisis

Password

Description UH Corporate

Advanced Settings

These settings are installed by the profile “Exchange
ActiveSync iOS BYOD/V_5"

A—
14. Open your Mail app',T‘"l again. Email from your UH Inbox should appear within 10 minutes.

Tip » If issues persist, contact the UH Senice Desk at 216-844-3327 for further assistance.

Additional Resources to maximize your experience

« Logging in and Customizing Favorites for UHapps on Mobile Devices [PDF]

« Access your files from anywhere - Content App User Guide [PDF]
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https://www.uhhospitals.org/-/media/Files/For-Employees/Logging-in-and-Customizing-UHapps-Mobile-QRG.pdf?la=en&hash=BED52B2284EA08206059A7B14048CFA8A1682C76
https://www.uhhospitals.org/-/media/Files/For-Employees/Content-Mobile-app.pdf?la=en&hash=72A2E46D9378B306D1F1B0E9C3B7EACF0C3D3EBD

