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Use and Disclosure of Protected Health information (PHI) for Research Purposes – HIPAA and the Privacy Rule
Definitions:

Privacy Rule establishes the minimum Federal standards for safeguarding the privacy of individually identifiable health information (also referred to as protected health information (PHI)). The Department of Health and Human Services (DHHS) issued the Privacy Rule in order to implement the Health Insurance Portability and Accountability Act of 1996 (HIPAA), which required compliance as of April 14, 2003 (see 45 CFR part 160 and subparts A and E of part 164). The Privacy Rule includes the standards for an individual’s privacy rights, to enable them to understand and control how their health information is used. Within DHHS, the Office for Civil Rights (OCR) is authorized to implement and enforce the Privacy Rule. 
Protected Health Information (PHI) is individually identifiable health information, including demographic data that is collected from an individual, and: 

1. is created or received by a health care provider, health plan, public health authority, employer, life insurer, school /university, or health care clearing house; AND
2. relates to past, present or future physical or mental health or condition of the individual; or the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; AND

3. identifies the individual or where there is a reasonable basis to believe the information can be used to identify the individual; AND

4. is transmitted or maintained in any form or medium, whether electronic, paper or oral (see 45 CFR 160.103). 
Covered Entity is a health plan, a health care clearinghouse, or health care provider who transmits health information in electronic form in connection with a transaction for which DHHS has adopted a standard. A covered entity can be an institution, organization, or person.  The covered entity is responsible for implementing Privacy Rule protections of Protected Health Information collected, generated, or stored under its auspices.  University Hospitals Case Medical Center (UHCMC) and all its related divisions, employees, and medical staff constitute a covered entity.
Research, as defined in the Privacy Rule, is a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge (45 CFR 164.501). 
Research Privacy Board (RPB) is a review body which acts upon the HIPAA Privacy Rule’s authorization requirements for use or disclosure of PHI for a specific research protocol.  The Research Privacy Board’s authority is limited to approval of privacy language; approval of requests for a waiver or alteration of the Privacy Rule’s authorization requirements; approval for the use of PHI from deceased individuals; and review of HIPAA compliance allegations. For UHCMC, the RPB consists of representatives from the IRB, the UH Privacy Office, UH Legal Department and the UH Center for Clinical Research.  

Authorization is permission to gain access to PHI.  At UHCMC , Authorization for use and disclosure of PHI for research purposes is provided by signing a Research HIPAA Authorization Form, which provides clear descriptions of how privacy will be protected and confidentiality of the information will be maintained, exactly who will have access, and for how long.

Policy:
The HIPAA Privacy Rule establishes the conditions under which PHI may be used or disclosed by covered entities for research purposes.  UHCMC is a covered entity and as such, must abide by the HIPAA Rules for the use and disclosure of PHI under its jurisdiction (see 45 CRR 160 and 164). The UHCMC RPB has established guidance for investigators to clarify the conditions under which PHI may be used and disclosed for research purposes. The requirements are not intended to impede research, but to add additional guidelines and protections with respect to how health information may be used as part of an approved research protocol and what the requirements are for use of this information. 

Under the Privacy Rule, PHI may only be used and disclosed for research purposes under one or more of the following circumstances: 
· With the written permission of the individual (or the individual’s personal representative) in the form of an Authorization; OR

· When the health information is de-identified; OR

· When the RPB waives the requirement for Authorization or allows an alteration of the requirements ; OR
· When the information is collected as preparatory to research (circumstances are limited ); OR
· When the information is from decedents (circumstances are limited); OR
· When the information is part of a limited data set and UHCMC has entered into a data use agreement with a second party for the sharing of the information (circumstances are limited).
It is important to recognize that clinical HIPAA Authorization DOES NOT cover the use or disclosure of PHI for research purposes. Research HIPAA Authorization language must be approved prior to its use [by the RPB if contained in an authorization separate from the informed consent or by the IRB if contained in the informed consent form]. In addition, determinations of waivers/alterations of HIPAA Authorization and the determination of whether the research involves PHI can only be made by the RPB [ or IRB, as applicable]. An investigator CANNOT make these determinations him/herself. 
A) Use and Disclosure of PHI with Individual Written Authorization

An investigator is required to obtain written HIPAA Authorization from each research participant prior to the use or disclosure of the particpant’s individual protected health information for research purposes. The purpose of the authorization is to inform an individual how their medical and research information (collected or created) is to be used; who the information will be shared with; and to inform the individual of the right to access information about them that is held by UHCMC. 
To assist investigators, UHCMC RPB has created a research HIPAA Authorization Template. The language in the UHCMC template addresses the requirements of the HIPAA Privacy Rule (45 CFR 164.508), which includes disclosure of the following information: 

· The specific PHI to be used or disclosed (please note, it is not acceptable to state “entire medical record” unless the entire medical record is required to perform the research); 

· Names of persons/organizations, or classes of persons/organizations, who will receive, use, or disclose the PHI; 

· The purpose of the use or disclosure of the PHI requested with regards to the research purposes; 

· A statement that individuals have the right to refuse to sign the authorization without negative consequences to treatment, payment, health plan enrollment or benefit eligibility; 

· A signature block for signing and dating of the authorization by the individual or the individual's personal representative; 

· Authorization to be written in plain language; 

· Information to clarify when the authorization will expire. For research purposes the authorization can include: the expiration date; that there is no expiration date; or that the authorization will continue until the completion of the research study.
· A statement notifying the individual of the right to revoke authorization at any time in writing, and how to exercise that right, and any applicable exceptions to that right under the Privacy Rule;
· A statement that if the information is further disclosed by the recipient it may no longer be protected by the Privacy Rule.
The UHCMC HIPAA Authorization language may be submitted as a separate document; or be combined within the research informed consent form. 
· When using the HIPAA language as part of a separate HIPAA Authorization Form, the language must be approved by the RPB prior to use. When the language is approved by the RPB, the investigator will receive a copy of the HIPAA Authorization Form with an “effective” stamp, which denotes the date that the HIPAA Authorization is effective.  Please note the following:

· The HIPAA Authorization Form does not have an “expiration date”.  
· Investigators MUST USE the current, stamped version of the HIPAA Authorization Form when obtaining authorization from research subjects.
·  Investigators must make sure that two copies of the signed HIPAA Authorization Form are obtained: one copy for the subject’s research file; and a second copy to be given to the subject; and
· The signed Authorization must be retained by the covered entity for six (6) years from the date of creation or the date it was last in effect, whichever is later.

· When the HIPAA Authorization is used as part of the Informed Consent Form, a section entitled “Privacy of Protected Health Information” should be added to the consent form and HIPAA language should be inserted in the consent form BEFORE the UH Standard Research Consent Language (the section beginning with “Summary of your rights as a participant in a research study”).  [If there is any deviation from the approved language, you must obtain approval from the UHCMC IRB.]
· When the HIPAA Language is included in the consent form, the language becomes part of the informed consent.  Investigators must ensure that they are using the most current version of the Informed Consent Form with the current expiration date.   
· Investigators must make sure that two copies of the signed Informed Consent Form are obtained: one copy for the subject’s research file; and a second copy to be given to the subject.
B) Use and Disclosure of PHI without an individual’s authorization

In order to use and disclose health information without an individual’s authorization,  an investigator must either: a)  request a waiver or an alteration of HIPAA Authorization requirements from the RPB; or b) attest that the health information used falls into one of the categories denoted by the Privacy Rule that allows use and disclosure without authorization (use of de-identified health information, use of a limited data set, use of decedents health information, use of health information as preparatory to research) and obtain RPB approval.
B1).  Waiver or Alteration of an Individual’s Authorization

Under the Privacy Rule, the RPB may waive or alter, in whole or in part, the Privacy Rule's written Authorization requirements for the use and disclosure of PHI in connection with a particular research project. A principal investigator may seek a complete (full) waiver of the authorization requirements for some types of research (see section 45 CFR 164.512(i)). An example being, if a study involved the use of PHI pertaining to numerous individuals where contact information is unknown, and it would be impracticable to conduct the research if Authorization were required. Research conducted on existing databases or repositories where no contact information is available, may qualify for a full waiver. 

Researchers may request a partial waiver of the Authorization requirements of the Privacy Rule. This may be permitted to allow a researcher to obtain PHI as necessary to recruit potential research subjects. Even though the RPB may not waive the Authorization requirement for the entire research study, they may partially waive the Authorization requirement to permit the use and disclosure of the PHI for the purposes of contacting and recruiting individuals into the study.

The RPB may also approve a request that removes some, but not all, required elements of a written Authorization (i.e., an alteration). For example, removing the element that describes the purpose of the requested use/disclosure of the PHI in cases where identification of the specific research study may affect the results of the study. Any subsequent use or disclosure of the PHI obtained for a research study different from the one in which the RPB granted approval to alter HIPAA requirements must have an additional Authorization. An exception may apply if the research meets one of the exceptions criteria under section 45 CFR 164.512(i) (e.g., waiver of Authorization) or 45 CFR 164.514(e) (i.e., as a limited data set with a Data Use Agreement), but the RPB must make this determination.
In order to approve a request for waiver or alteration of the requirement to obtain individual HIPAA authorization, the RPB must determine and document that the use meets the following three criteria: 
a. The use or disclosure of the PHI involves no more than a minimal risk to the privacy of individuals, based on, at least, the presence of the following elements:

i. An adequate plan to protect PHI identifiers from improper use and disclosure; 

ii. An adequate plan to destroy the identifiers at the earliest opportunity, consistent with the conduct of the research, unless there is a health or research justification for retaining the identifiers, or such retention is otherwise required by law;  and 

iii. Adequate written assurances that the PHI will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of the PHI is permitted by the Privacy Rule.

b. The research could not practicably be conducted without the waiver or alteration; AND 
c. The research could not practicably be conducted without access to and use of the PHI.

Generally, if a research protocol qualifies for a waiver of informed consent from the IRB, the research protocol may be eligible for a waiver of authorization under the HIPAA Privacy Rule.  The RPB must make the determination whether waiver of authorization is appropriate.  Researchers remain accountable and have responsibility for any PHI released under a waiver of authorization.

Although a principal investigator may seek a partial waiver of authorization for the sole purpose of recruiting potential subjects, for example, to conduct telephone pre-screening; a waiver of authorization and a partial waiver of authorization are not required for investigators who contact subjects from his/her own medical practice for recruitment purposes.  Once subjects have been recruited, they will sign authorization for a particular clinical study.

B2).  De-identified Health Information
Health information where there is no reasonable basis to believe that that the information can be used to identify an individual is considered “de-identified”.  De-identified health information is not considered PHI; Therefore the Privacy Rule permits covered entities to use and disclose de-identified data without obtaining an Authorization and without further restrictions on use or disclosure.  Use of de-identified health information by a “covered entity” for research purposes is considered “Exempt” from the Privacy Rule and HIPAA requirements.  The RPB will issue a determination that a particular use qualifies as exempt.  This, however, does not mean that the use of the information does not require additional reviews (e.g., department review, IRB review, etc…).  
Use and disclosure of PHI by a non-covered entity may also be considered “Exempt” from the Privacy Rule and HIPAA requirements.  Please note that anyone affiliated with University Hospitals is considered to be acting as part of a “covered entity” and is thus bound by the Privacy Rule.  
Prior to conducting research using de-identified data, the investigator must first provide assurances in writing to the RPB that the data set is in fact de-identified by meeting one of the following criteria: 
· All 18 identifiers of the individual; their relatives, employers, or household members must be removed from the individual’s data set; and UHCMC does not have actual knowledge that the remaining information can be used alone or in combination with other data to identify the subject [45 CFR 164.514(b)]. 
Subject Identifiers include:
1. Names (including the patient’s name and names of other individuals connected to the patient)

2. Geographic subdivisions smaller than a state (zip-code, street address, etc)

3. All elements of a date (except year) including birth date, admission date, discharge date, date of death, and all ages over 89)

4. Telephone numbers

5. Fax numbers

6. E-mail address

7. Social security number

8. Medical record number

9. Health plan beneficiary numbers

10. Account numbers

11. Certificate/license numbers

12. Vehicle identifiers and serial numbers including license plates

13. Device identifiers and serial numbers

14. Web universal resource locators (URLs)

15. Internet protocol (IP) address numbers

16. Biometric identifiers including fingerprints and voice prints

17. Full face photographic (or comparable) images

18. Any other unique identifying number, characteristic, or code unless otherwise permitted by the Privacy Rule for re-identification

OR

· The data is grouped in such a way that a qualified statistician using accepted analytic techniques, concludes that the risk is substantially limited and if the information is used alone or in combination with other reasonably available information, does not identify an individual subject (e.g., aggregate data) [45 CFR 164.514(b)];
In the research protocol, an Investigator must provide the following information pertaining to the research use and disclosure of de-identified health information:  
· Description of the specific information to be used/disclosed for the purposes of the research (submit a copy of the data collection tool when applicable). 
· The time line of the data collection (start and end dates).
· Description of how the data will be collected, labeled, and managed; and by whom.
· Describe where the data will be stored; and
· State who will have access to the data; and who the data is to be shared with/disclosed to.
The Privacy Rule allows an investigator to assign a code to the information to permit re-identification under the following two conditions: 
1. The code may not be derived from any one of the 18 identifiers listed above (e.g., use of the last four digits of a social security number).  The code used must be unique and not related to any identifying information; and

2. The covered entity may not use or disclose the code for any other purpose or disclose the mechanism for re-identification.

If the information to be used is determined to be “exempt” from the Privacy Rule and HIPAA authorization requirements by the RPB, the investigator will be informed of this as part of the review of the project to be conducted.
B3).  Activities Preparatory to Research

An investigator may review PHI in medical records or elsewhere to prepare a research protocol, or for similar purposes preparatory to research.  This review may be used, for example, to allow the investigator to design a research study; or to assess the feasibility of conducting a study (e.g., whether a sufficient number or type of records exists to conduct the research).  Importantly, the investigator shall not remove any PHI from the covered entity.  
An investigator who wishes to conduct a review of health information as preparatory to research must provide a discussion of each of the following points in the protocol submitted to the IRB for review:  

· The use or disclosure is sought solely to review PHI as necessary to prepare the research protocol or other similar preparatory purposes;

· No PHI will be removed from the covered entity during the review; and
· The PHI that the researcher seeks to use or disclose is solely necessary for the research purpose.

B4).  Research on PHI of Decedents

An investigator may use or disclose PHI of deceased individuals for research purposes, under limited circumstances (see 45 CFR 164.512(i) (1) (iii)).
An investigator who wishes to use or disclose PHI of deceased individuals for research purposes must provide a discussion of each of the following points in the protocol submitted to the IRB for review:  
· That the use and disclosure is sought solely for research on the PHI of decedents;
· That the PHI for which use and disclosure is sought is necessary for the research purposes; and
· At the request of the covered entity, documentation of the death of the individuals about whom PHI is being sought.
B5).  Limited Data Sets and Data-Use Agreements

Limited data sets are data sets that have been stripped of certain direct subject identifiers of the individual; or the relatives, employers, or household members of the individual as specified in the Privacy Rule (45 CFR 164.514), but still contain certain indirect identifiers (e.g., date of treatment, zip code, etc) that may be required for the research.    Limited data sets are not considered to be “de-identified” information as the information presented may still serve to indirectly identify an individual.  Under the Privacy Rule, limited data sets may include the following: Addresses other than street name or street address or post office boxes; all elements of dates (such as admission and discharge dates); and unique codes or identifiers not listed as direct identifiers.

Prior to a limited data set being used or disclosed outside of the covered entity, the investigator (recipient) must enter into a Data Use Agreement with the covered entity (see 45 CFR 164.514(e)). The data-use agreement establishes who is permitted to use or receive the limited data set; and the limited purposes under which the recipient of the data may use or disclose the PHI. 

A Data Use Agreement must:

· Establish the permitted uses and disclosures of the limited data set by the recipient, consistent with the purposes of the research, and the agreement may not include any use or disclosure that would violate the Rule if done by the covered entity;

· Limit who can use or receive the data; and
· Require the recipient to agree to the following:
· Not to use or disclose the information other than as permitted by the data use agreement or as otherwise required by law;
· Use appropriate safeguards to prevent the use or disclosure of the information other than as provided for in the data use agreement; 
· Report to the covered entity any use or disclosure of the information, in violation of the data use agreement, of which the recipient becomes aware;
· Ensure that any agents, including a subcontractor, to whom it provides the limited data set agrees to the same restrictions and conditions that apply to the limited data set recipient with respect to such information; and 
· Not to identify the information or contact the individual. 

If the covered entity (UHCMC) learns that the investigator has violated this agreement, reasonable steps will be taken to end or repair the violation.  If such steps are unsuccessful, UHCMC will report the investigator to the DHHS Office of Civil Rights 
A Data Use Agreement template can be found at the following link: http://www.uhhospitals.org/Portals/6/docs/research/Tech_Mgt/Data-Use_Agreement.pdf
C)  Research Disclosure Accounting

In general, the Privacy Rule gives individuals the right to receive an accounting of certain disclosures of PHI made by a covered entity (see 45 CFR 164.528).  This accounting must include disclosures of PHI that occurred during the six years prior to the individual’s request for an accounting, or since the effective date of HIPAA (whichever is sooner), and must include specified information regarding each disclosure. A more general accounting is permitted for subsequent multiple disclosures to the same person or entity for a single purpose (see 45 CFR 164.528(b) (3)). Among the types of disclosures that are exempt from this accounting requirement are:

· Research disclosures made pursuant to an individual’s authorization;

· Disclosures of the limited data set to researchers with a data use agreement under 45 CFR 164.514(e).

In addition, for disclosures of PHI for research purposes without the individual’s authorization pursuant to 45 CFR164.512 (i), and that involve at least 50 records, the Privacy Rule allows for a simplified accounting of such disclosures by covered entities.  Under this simplified accounting provision, covered entities may provide individuals with a list of all protocols for which the patient’s PHI may have been disclosed under 45 CFR 164.512(i), as well as the researcher’s name and contact information.  Other requirements related to this simplified accounting provision are found in 45 CFR 164.528(b) (4).

The covered entity requires the retention of approval documentation for at least six years from the completion of the research. The investigator is responsible for documenting all uses and disclosures of an individual’s PHI (included decedents) for research. See policy PH-10, Accounting of Disclosures of PHI, in the UH System-wide P&P.

D)  The Effect of the Privacy Rule on Research started before the Compliance date of April 14, 2003. 

Under the Privacy Rule, investigators are permitted to use and disclose PHI that was created or received for research, either before or after the compliance date, if one of the following occurred prior to the compliance date:
· An Authorization or other express legal permission from an individual to use or disclose protected health information for the research; 
· The informed consent of the individual to participate in the research; or
· A waiver of informed consent by an IRB in accordance with the Common Rule, or an exception under FDA’s human subject protection regulations 21 CFR 50.24.

However, if a waiver of informed consent was obtained prior to the compliance date, but informed consent is subsequently sought after the compliance date, the investigator must obtain the individual’s authorization as required at 45 CFR 164.508.  For example, if there was a temporary waiver of informed consent for emergency research under the FDA’s human subject protection regulations, and informed consent was later sought after the compliance date, individual Authorization is required before the researcher can use or disclose the PHI for the research. 
E)  International Research

Investigators who conduct research outside of the United States may be collecting and utilizing information that can be considered PHI under the Privacy Rule.  Although the PHI may be collected in a foreign country that is not bound by the requirements set forth in the United States’ Privacy Rule, an investigator located in the United States, who receives this PHI for research purposes, must address how the information will be protected locally under the auspices of the Privacy Rule.  

The RPB has determined that investigators conducting research outside the United States must adhere to HIPAA requirements for all studies unless the investigator requests a waiver or alteration of HIPAA based on the criteria outlined in 45 CFR 164.512.  
The RPB had developed a modified shortened form of the required HIPAA Authorization language that complies with the requirements of the Privacy Rule. The Authorization language was developed and approved by both the Research Privacy Board and the IRB. Unless the researcher can justify a request for a waiver or alteration or Authorization based on criteria outlined in 45 CFR 164.512, the Authorization language must be included in the UHCMC standard research consent language (see UHCMC International Research HIPAA Language). The modified standard research consent language must be submitted for review in both English and the language understandable to the subjects.  

References and/or Regulatory Citations:

NIH: HIPAA Privacy Rule and Impact on Researchers.

DHHS: Research Repositories, Database and the HIPAA Privacy Rule
UH Policies and Procedures, R-3 Uses and Disclosure of PHI for Research 

UH Policies and Procedures, R-5 Use and Disclosure of Deceased Persons’ PHI for Research 
UH Policies and Procedures, R-6 Uses and Disclosure of PHI for Research Preparation 
UH Policies and Procedures, R-7 Research Privacy Board 

UH Policies and Procedures, PH-3 Permitted Uses/Disclosure PHI  
UH Policies and Procedures, PH-20 Uses and Disclosure of PHI for Which Patient’s Authorization is Not Required 
UH Policies and Procedures, PH-10, Accounting of Disclosures of PHI
Related Form:

HIPAA Authorization Template
HIPAA Request to the RPB for Waiver or Alteration of HIPAA Authorization Requirement  






UHCMC RPB Policies and Procedures


