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INSTRUCTIONS FOR RESEARCH HIPAA AUTHORIZATION TEMPLATE


All research studies enrolling patients or collecting protected health information (PHI) must abide by the Health Insurance Portability & Accountability Act (HIPAA) enacted April 14, 2003.  This regulation, also known as the “Privacy Rule”, establishes conditions under which researchers may have access to and use an individual’s PHI to for research purposes.  Clinical HIPAA Authorization DOES NOT cover use or disclosure of PHI for research purposes.  Separate permission must be obtained via signed Authorization for use and disclosure of PHI for research purposes. 

Protected Health Information (PHI) is individually identifiable information that is: 

1. created or received by a health care provider, health plan, public health authority, employer, life insurer, school /university, or health care clearing house; AND

2. that relates to past, present or future physical or mental health or condition of the individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual;  AND

3. that identifies the individual or where there is a reasonable basis to believe the information can be used to identify the individual; AND

4. is transmitted or maintained in any form or medium  

(see 45 CFR 160.103 for additional information)

Information is considered “identifiable” if any ONE of the following 18 elements is contained in the dataset:

1. Names

2. Geographic subdivisions (zip-code, street address, etc)

3. All elements of a date (except year) including birth date, admission date, discharge date, date of death, and all ages of 89)

4. Telephone numbers

5. Fax numbers

6. E-mail address

7. Social security number

8. Medical record number

9. Health plan beneficiary numbers

10. Account numbers

11. Certificate/license numbers

12. Vehicle identifiers and serial numbers including license plates

13. Device identifiers and serial numbers

14. Web universal resource locators (URLs)

15. Internet protocol (IP) address numbers

16. Biometric identifiers including fingerprints and voice prints

17. Full face photographic (or comparable) images

18. Any other unique identifying number, characteristic, or code unless otherwise permitted by the Privacy Rule for re-identification

In order for information to be considered “de-identified” none of the above 18 elements can be contained within the dataset.

You may choose to obtain HIPAA Authorization for research purposes in one of two ways:

a) Use the template form below.  Be sure to revise the sections in red to make them applicable to your specific study.  
b) Incorporate the approved HIPAA language into your Informed Consent form.  This may be done adding a section entitled “Privacy of Protected Health Information”.  Then paste the approved language from the form below into this section.  HIPAA language should be inserted in the consent form BEFORE the standard research consent language (the section beginning with “Summary of your rights as a participant in a research study”).  

Please note that UH is defined as a “covered entity” under the HIPAA Privacy Rule.  Therefore only UH Research HIPAA language should be used to obtain Authorization.  Revisions recommended by a study Sponsor or other individuals are not permitted without prior approval by the UH Research Privacy Board and the UH Law Department.

If you have any questions or require assistance in preparing your documentation to comply with HIPAA, please contact the Office of Institutional Review at (216) 844-1529 or Phil Cola at (216) 844-5576 or by e-mail philip.cola@uhhospitals.org.

AUTHORIZATION TO USE AND DISCLOSE PROTECTED HEALTH INFORMATION (PHI) FOR RESEARCH PURPOSES


[REMOVE INSTRUCTIONS IN RED BEFORE PRINTING]

The Health Insurance Portability & Accountability Act (HIPAA) is a Federal law that helps to protect the privacy of your health information and to whom this information may be shared within and outside of University Hospitals.  This Authorization form is specifically for a research study entitled “ [insert name of research study]” and will tell you what health information (called Protected Health Information or PHI) will be collected for this research study, who will see your PHI and in what ways they can use the information.  In order for the Principal Investigator, [insert Principal Investigator’s name], and the research study staff to collect and use your PHI, you must sign this authorization form.  You will receive a copy of this signed Authorization for your records.  If you do not sign this form, you may not join this study.  Your decision to allow the use and disclosure of your PHI is voluntary and will have no impact on your treatment at University Hospitals. By signing this form, you are allowing the researchers for this study to use and disclose your PHI in the manner described below.  

Generally the Principal Investigator and study staff at University Hospitals and Case Western Reserve University who are working on this research project will know that you are in a research study and will see and use your PHI.  The researchers working on this study will collect the following PHI about you: [list in a specific and meaningful fashion the PHI that will be collected for the purposes of this research].    This PHI will be used to [insert a description of each specific purpose of the research study in lay terms].  Your access to your PHI may be limited during the study to protect the study results.  
Your PHI may also be shared with the following groups/persons associated with this research study or involved in the review of research: [insert specific names of ALL entities and persons by whom PHI will be disclosed or used (e.g., sponsor, CRO, other sites/ investigators).  If PHI will not be disclosed, indicate such]; other staff from the Principal Investigator’s medical practice group; University Hospitals, including the Center for Clinical Research and the Law Department; Government representatives or Federal agencies, when required by law. 

Your permission to use and disclose your PHI does not expire.  However, you have the right to change your mind at any time and revoke your authorization.  If you revoke your authorization, the researchers will continue to use the information that they previously collected, but they will not collect any additional information.  Also, if you revoke your authorization you may no longer be able to participate in the research study.  To revoke your permission, you must do so in writing by sending a letter to [insert name and mailing address for Principal Investigator]; If you have a complaint or concerns about the privacy of your health information, you may also write to the UH Privacy Officer,  
Management Service Center, 3605 Warrensville Center, MSC 9105, Shaker Heights, OH 44122 or to the Federal Department of Health and Human Services (DHHS) at DHHS Regional Manager, Office of Civil Rights, US Department of Health and Human Services Government Center, JF Kennedy Federal Building, Room 1875, Boston, MA 02203.  Complaints should be sent within 180 days of finding out about the problem.   
The researchers and staff agree to protect your health information by using and disclosing it only as permitted by you in this Authorization and as directed by state and Federal law. University Hospitals is committed to protecting your confidentiality.  Please understand that once your PHI has been disclosed to anyone outside of University Hospitals, there is a risk that your PHI may no longer be protected; however other Federal and State laws may provide continued protection of your information.  
________________________________________


 _________

Signature of Subject or Legally Authorized Representative

  Date
_________________________________________
Print Name of Subject or Legally Authorized Representative

_________________________________________
Description of Legally Authorized Representative’s Authority
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