9 University Hospitals -

VDI Remote Access

Registering for the Two-Step Verification Process

Introduction

UH requires additional authentication beyond your UH username and password to log into VDI (VMware Horizon
Client). When you log into VDI, you will log in with your UH user name and password first. The system will then
prompt you for a second-factor access code sent to you via mobile app, text message or phone call. This code is
how we verify your identity. This document assists you in registering for the two-step verification process.

To successfully complete the user registration process:

e Use your computer or laptop to complete the registration process. You cannot use the browser on your mobile
phone.
e Be connected to the UH network.

e Have your mobile phone with you to receive a registration code. You will be asked to provide your mobile
phone number. UH will not share your mobile phone number with any other systems, teams or the UH
Corporate Directory.

Note » If you do not have a mobile phone and need to access remotely,
please contact the UH Service Desk at (216) 844-3327.

User Registration Steps
1. Be sure you are connected to the UH network on your computer or laptop.

2. Enter https://myaccess.uhhospitals.org/userregistration in your internet browser.
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E The Self-Service User Registration screen appears.

University Hospitals

Self-Service User Registration

Please enter your UserlD below.
Username:

Usemame

Restart Login

Property of University Hospitals, all rights reserved

3. Inthe Username field, enter your UH network username.

Tip » This is the username you use to log in to your computer.

4. Click Submit.
E  The Self-Service User Registration screen appears, prompting you to enter your password.

9 University Hospitals

Self-Service User
Registration

Please enter the password associated with your User ID
Username:

tcreatit

Password:

‘ Password

Restart Login

Property of University Hospitals, all
rights reserved

5. Inthe Password field, enter your UH network password.
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Tip » This is the same password you use to log in to your computer.

6. Click Submit.

The Self-Service User Registration screen appears.

Self-Service User Registration
s ey tereatit
First
NI;:Ie Reset Reset
Last Test
Name
cell Required I
Phone

7. Inthe Cell Phone field, enter your mobile phone number.

8. Click Update.

The Self-Service User Registration screen appears, confirming that your information was
updated successfully.

Self-Service User Registration

Data was updated successfully. You'll now be redirected to register your Maobile Device.

Lserit tcreatit
Update
First
Reset
Name Reset
Last Test
Name
Call 5651231234
Phone
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E The Mobile Device Registration screen appears.

University Hospitals

Mobile Device RegiStratiOﬂ Please choose the delivery method for your Registration Code.

® Phone/Mobile Xxx-xxx-1296 O Voice ® SMS/Text

9. Onthe Mobile Device Registration screen, choose how you would like to receive your registration code on
your mobile device.

e Select the Voice option to receive the Registration Code via phone call to your mobile phone.

e Select the SMS/Text option to receive the Registration Code via text message on your mobile
phone. Data and message rates may apply.

10. Click Submit.

B The Registration Code screen appears.

.
9 University Hospitals
Enter the code that you JUSt received D\f text.

Registration Code:

Registration Code

Mobile Device

Registration -
B

) Han
&[]

Submit
Restart Lagin

11. In the Registration Code field, enter the 4-digit registration code you received.

12. Click Submit.
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E The Device Registration screen appears.

‘

Success!

Please follow the steps below for an enhanced user expenience and ease of use on your mobile device.
instead of lext messages or voice calls only. This will also aiow you fo receive 3 code for logging in rem
during an airpiane fight).

1. Install

To install the SecureAuth Authenticate application
downioad the app to your smart phone

2. Scan

©pen your SecureAuth Authenticate app on you
smant phone, then

You have successfully registered to receive text messages or voice calls for secure remote access

allow for you fo tap o approve as well as other features
en SMS lext or @ phone call 1s nol avalabie (for example,

3. Confirm

Enter the notification code generated by you
SecureAuth Authenticale app

Pr——m—— - Tap the plus (#) sign at the top
& Appstore + Tap Connect w ode
- Scan the code with your smart
SecureAutn phone camera

( Aulhenticate
- SecureAun Corparation 10|

Once you reach the Device Registration screen, you have successfully completed the User Registration process.

Note »

Note »

next section).

Keep this window open if you plan on installing the mobile app (see

You will receive a message from donotreply@UHhospitals.org in

your UH email, similar to the one below, notifying you that you have

successfully completed the User Registration process.

donotreply@uhhospitals.org

Your account has been updated

gUniversity Hospitals

Thank you for registering for UH's new secure remote access authentication tool. This additional login requirement helps pi
If you did not perform this action please contact the UH Service Desk immediately at (216) 844-3327.

Please familiarize yourself with our new MyAccess website that will allow for more self-service options, including changing
needs. You can find the new MyAccess website from the UH Digital Workplace under the Employee Resources section or by

Thank you,
UH IT Security Team

Installing the Mobile App

Setting up the mobile app on your smartphone will offer you the easiest way to confirm your identity when
remotely accessing UH applications. The app on your device will send you a “push” notification so you won’t need
to manually enter security codes to remotely access UH applications. The mobile app will also allow you to
receive a code for logging in remotely when text messaging or phone call services are not available, such as
during an airplane flight. It is not necessary for you to install the mobile app.

Consider:

+ If you don’t have a smart phone: You can still access applications remotely without the mobile app. You will

receive your access code in a text message or phone call.

* If you don’t want the app: You can still access applications remotely without the mobile app. You will receive

your access code in a text message or phone call.

e If you want the app: follow the Mobile App Installation Instructions in the next section.

IT Training and Development, MSC
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I
Mobile App Installation Instructions

To successfully download the mobile app you must:

e Have a mobile device that allows you to download apps.
e Have a passcode/PIN set up on your device; the app will prompt you to set one up if you do not.

e Have a mobile phone number on record in the Self-Service User Registration system. UH will not share your
mobile phone number with any other systems, teams or the UH Corporate Directory.

Mobile Device Registration Steps for Android Devices

1. Search for and install the SecureAuth Authenticate application from the Play Store.

SecureAuth Authenticate

SecureAuth

2. Once installed, locate the SecureAuth Authenticate application on your mobile device and open it.

Authenticate

The SecureAuth application appears.

Authenticate ® &

Connect an account to get started

e N

Ask your administrator for the URL or QR Code, then tap the
*+" button to enroll the account.

3. Tap the plus (+) sign in the top right-hand corner.

Authenticate S} K

Connect an account to get started

Ask your administrator for the URL or QR Code, then tap the
*+" button to enroll the account.
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4. At the bottom of the screen, tap Connect with QR Code.

Connect with QR Code

éJ Connect with URL

E  The Scan QR Code screen appears.

< Connect with QR Code

Scan QR Code

Scan the QR code in your mobile
enrollment portal.

Note »  You may receive a pop-up asking you to allow Authenticate to
access your camera. The SecureAuth Authenticate app needs to
access the camera on your mobile device to take a picture of the QR
code on your computer screen.

5. Tap OK to allow the SecureAuth Authenticate app to access the camera on your phone.

6. Scan the QR code on your computer screen with your smartphone

IT Training and Development, MSC Job Aid 7\
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Please follow the s
instead of lext messages

1. Install

To install the SecureAuth Authenticate application,
downioad the app o your smart phone,

Success!

You have successfully registered fo receive text messages or voice calls for secure remole access.

% bislow for an enhanced user experience and ease of use on your mobile device. This will allow for you bo tap 10 approve as well as olher features
of voice calls only. This will also aow you 10 receive a code Tor logging in remodely when 2

during an airplane figt).

2. Scan

Open your SecureAuth Authenticate app on your
sman phone, then

dable (for example,

A5 text or a phone call is not

3. Confirm

Enfer the notification code generated by your
SecureAuth Authenticale app.

= Tap the plus (+) sign at the top

« Tap Connect with QR cooe

= Scan the code with your smart
r.nnnP camera

Pl d an the
Store
; SecureAuth

Authenticate
SecureAuth Comporation

=]

=

Once you have successfully scanned the QR code on your computer screen, the Please
Confirm Connection screen appears with a passcode.

Connect with QR Code @
Please Confirm Connection
Enter the following passcode in your enrollment portal

Timed Passcode for:

myaccess.uhhospitals.org

ROdellX1

i

0000 0000

When you have confirmed the connection, tab on Home in the
top right to return to the accounts list

Note »  Your screen may show idp.uhhospitals.org.

7. On your computer, under the Confirm field on the Device Registration screen, enter the passcode from the

app.

Success!

You have successfully registered to receive text messages or voice calls for secure remote access.

Please follow the steps below for an enhanced user experience and ease of use on your mobike device. This will allow for you 1o tap 1o approve as well as olher features
Instead of text mes: or voice calls enly. This will also allow you 1o recedve a code Tor logging in remotely when SMS text or a phone call is not avaliable (for example,
during an airplane Might)

1. Install 2. Scan 3. Confirm

Enter the notification code generated by your
SecureAuth Authenticale app.

Open your SecureAuth Authenticate app on your
smart phone, then

To install the SecureAuth Authenticate application,
downioad the app to your smart phone.

= Tap the plus (+) sign at the top

+ Tap Connect with QR code.

= Scan the code with your smart
phone camera

SecureAuth
Authenticate
SecureAuth Comporation
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8. Click Enable.

The Setup Complete screen appears on your computer.

Setup Complete!

You have successfully registered to receive text messages or voice call and authentication app on your mobile device:

XT1650

Note »  You can now close this window on your computer.

9. On your mobile device, on the Please Confirm Connection screen, tap the Home icon at the top right of the
screen.

B

Connect with QR Code "

Please Confirm Connection

Enter the following passcode in your enrollment portal.
Timed Passcode for:

myaccess.uhhospitals.org Iy
ROdellX1

0000 0000

When you have confirmed the connection, tab on Home in the
top right to return to the accounts list

Note »  Your screen may show idp.uhhospitals.org.

E  The Accounts screen appears on your phone and shows the myaccess.uhhospitals.org
account.

Authenticate ® &

@ myaccess.uhhospitals.o... S

Note P  Your screen may show idp.uhhospitals.org.

Your mobile device registration is now complete and you may exit the SecureAuth app.

Mobile Device Registration Steps for iOS (Apple) Devices

1. Search for and install the SecureAuth Authenticate application from the App Store.

IT Training and Development, MSC Job Aid ﬂ
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SecureAuth Authenticate

SecureAuth

Authenticate

E The Accounts screen appears.

@® &  Accounts

Connect an account to
get started

Ask your administrator for the URL or
QR Code, then tap the “+" button to
enroll the account.

Tip » If your device prompts you to allow the app to send you notifications, tap Allow. Allowing the app to
send notifications to your mobile device will allow you to verify your identity without having to
manually enter a passcode. This will be the easiest way to verify your identity when accessing
applications remotely.

3. Inthe top left-hand corner of the Accounts screen, tap the plus (+) sign.

@__ &  Accounts
\

Connect an account to
get started

Ask your administrator for the URL or
QR Code, then tap the “+" button to
enroll the account.

Job Aid IT Training and Development, MSC
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The drop-down menu appears with connection options.

@ &  Accounts

é) Connect with URL

o)
g

i3
@t

Connect with QR code

Ask your administrator for the URL or
QR Code, then tap the “+" button to
enroll the account.

4. Tap Connect with QR code.

The Scan QR Code screen appears.

’4 Connect with QR Code

Scan QR Code

Scan the QR code in
your mobile enrollment
portal.

2. Scan

Note >  You may receive a pop-up asking you to allow Authenticate to
access your camera. The SecureAuth Authenticate app needs to
access the camera on your mobile device to take a picture of the QR
code on your computer screen.

5. Tap OK to allow the SecureAuth Authenticate app to access the camera on your phone.

IT Training and Development, MSC Job Aid 11\
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E Onthe Scan QR Code screen, the camera view will appear.

& Connect with QR Code

Scan QR Code

Scan the QR code in
your mobile enroliment
portal.

2. Scan

Success!

ou have successfully registered to receive text messages o voice calls fior Secure remaole access.

Phease follow the steps below for an enhanced user expenence and ease of use on your mobile device. This will allow for you to tap 1o approve a5 well as olher features
Ingtead of text messages or voice calls only. This will also allow you 10 receive a code for logging in remolely when SMS text or a phone call is not avaliable (for example,
during an airplane fight)

1. Install 2. Scan 3. Confirm

Enter the notification code generated by your

Open your SecureAuth Authenticate app on your
SecuraAuth Authenticale app.

smart phone, then

- Tap the plus (+) sign at the top m

+ Tap Connect with QR code
= Scan the code with your smart
phane camera

To install the SecureAuth Authenticate application,
download the app to your smart phone

SecureAuth

@: Authenticate
SecureAuth Comporation
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E  Once you have successfully scanned the QR code on your computer screen, the Please
Confirm Connection screen appears with a passcode.

14 Connect with QR code Finish

Please Confirm Connection

Enter the following passcode in your
enrollment portal.

Timed Passcode for:

myaccess.uhhospitals.org

Iryanxx4

| 0000 0000 |

When you have confirmed the
connection, tap “Finish” in the top
right corner.

Note »  Your screen may show idp.uhhospitals.org.
7. On your computer, under the Confirm field on the Device Registration screen, enter the passcode from the
app.

|

Success!

You have successfully registered to receive texi messages of voice calls for secure remole access.
Please follow the steps below for an enhanced user expenence and ease of use on your mobile device. This will aliow for you to tap 1o approve as well as other features
instead of text messages of voice calls only. This will also allow you 10 receive a code for logging in remodely when SMS text or a phone call s not avaliable (for example,
during an airplane fight).

1. Install 2. Scan 3. Confirm

Enter the notification code generated by your

Open your SecureAuth Authenticate app on your
SecureAuth Authentic e app

To install the SecureAuth Authenticate application
sman phone, then

downioad the app 1o your smar phone:

& Oownlosd an the . = Tapthe plus (+) sign at the top

[ App Store lay « Tap Connect with QR code

= Scan the code with your smart
phone camera

SecureAuth

!é. Aulhenlicate
SecureAuth Corporation

8. Click Enable.
E  The Setup Complete screen appears on your computer.

Setup Complete!

You have successfully registered to receive text messages or voice call and authentication app on your mobile device:

XT1650
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Note »  You can now close this window on your computer.

9. On your mobile device, on the Almost Finished Screen, tap Finished.

£ Connect with QR code Finish

/7

Please Confirm Connection

Enter the following passcode in your
enrollment portal.

Timed Passcode for:

myaccess.uhhospitals.org

0000 0000

When you have confirmed the
connection, tap “Finish"” in the top
right corner.

Note >  Your screen may show idp.uhhospitals.org.

The Accounts screen appears on your phone and shows the myaccess.uhhospitals.org
account.

@ €  Accounts V24

“ myaccess.uhhospi... >

Note >  Your screen may show idp.uhhospitals.org.

Note > Your mobile device registration is now complete and you may exit
the SecureAuth app.
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