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Enrolling and Activating Intelligent Hub
(AirWatch) and Boxer

For Android Devices
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Introduction

This job aid will assist you in setting up Intelligent Hub (AirWatch) and Boxer on your Android device. Please note
that the vendor has changed the name from AirWatch to Intelligent Hub. Intelligent Hub will secure your
personal mobile device and will allow it to access your UH email, contacts and calendar on your device from
within the Boxer application

Note »  There are many Android devices and different versions of operating
systems. The process this job aid details may not be identical to the
process to enroll your device. It should, however, be a very similar
representation. If you have questions or if you need further
assistance, please call the UH Senice Desk at 216-844-3327.
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ii IF YOU ARE IN A UH FACILITY:

Please ensure that your device is connected to UH_BYOD or
your cellular connection throughout the installation process.

YOU MUST NOT BE CONNECTED TO UH_GUEST WIRELESS.

IF YOU ARE NOT IN A UH FACILITY:
It is recommended that you connect to a trusted WiFi network during this process.

Downloading Intelligent Hub from the Google Play Store

To begin, you will need to download Intelligent Hub from the Google Play Store. Follow these steps if you have
not already downloaded Intelligent Hub. If you already have the Intelligent Hub app installed, skip to the
Enrolling and Authenticating Intelligent Hub section.

1. Onyourdevice, tap the Google Play Store icon.>
B The Google Play Store appears.
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2. Tap onthe Play Store’s Search field and enter Intelligent Hub.
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3. Tap Intelligent Hub.
E  The Intelligent Hub Install screen appears.
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4. Tap INSTALL to begin installation.
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B Once installation is complete, “Installed” and the Open button appear on the screen.

Intelligent Hub ®
Q =3

33% 10M+ | )

47K reviews Downloads Everyone ©®

VMware Workspace ONE

5. Tap Open.

& You are now ready to enroll and authenticate your device.
Please follow the steps below.

Enrolling and Authenticating Intelligent Hub (AirWatch)

1. If Intelligent Hub is not already open on your device, tap the Hub app icon 2 to open the app.
The Hub app login screen appears.

£

Email Address or Server

2 QR Code

=]

2. Tap the Email Address or Senver field and enter your @uhhospitals.org email address.

3. Tap Next.
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B2 A Username and Password screen appears. This may look different depending on your
network connection.

Login

q 'University Hospitals

UHapps. 0
University Hospitals

UHapps.

Please select the 'Public Computer' option if this is not a
machine you use regularly, then enter your User ID below
and click 'Submit' to access the system.

Sign in

Forgot password? rﬁhis is a private computer I

Username:

Username
= ]

Restart Login

Praperty of University Hospitals, all rights reserved
vmware

UH_BYOD network All non-UH networks
4. In the Username field, enter your UH username.

5. In the Password field, enter your UH password.

Tip » This is the same UH username and password you use to log in to the UH network and/or your UH
webmail.

Tip » If you are not connected to the UH_BYOD network, you may be subject to additional verification.
Instructions can be found here.

6. Tap Signin or Submit, depending on your screen.

Note P It maytake afew minutesto processthe request.

IT Training and Development, MSC Job Aid 5‘



http://content.learnshare.com/courses/81/1999017/ITSecurity_MFA_MobileDeviceRegistration_JobAid.pdf

Enrolling and Activating Intelligent Hub (AirWatch) and Boxer

B The Privacy screen appears.

Privacy

Q
y

Your privacy matters.

VMware Workspace ONE collects infermation that is
required to provide secure access to your work data
and applications. Below you will find an overview
of data collected by Workspace ONE and Hub to
provide optimal performance, security and support.
For information about how your company handles
information collected by Workspace ONE, please
contact your company.

For information regarding the data VMware collects
in connection with your use of this application for
product improvement and other analytics purposes, see
the Trust & Assurance Center and YMware's Privacy
Natices.

Contact your company's IT administrator if you want to
find out how to un-enroll your device and discontinue
access to this app.

Device Management

Tap here for an overview of data collected from this
device to provide access to work resources and to
secure company data stored on this device, The data
collected is based on your company's configuration.
Your company has access to this data and some

or all of the data collected may be visible to your IT

| UNDERSTAND

7. Tap | UNDERSTAND.
The Data Sharing screen appears.

< Data Sharing

Want an even better app experience?

Help us improve and develop new app features and
functionality that will make you even more productive.

We would like to collect information about your usage

of our app to better understand how users interact with

our apps and how we can improve the app experience.

We analyze this usage data in the aggregate and not in

any way that identifies you. You can change this setting
at any time.

For information about how VMware handles your usage
data if you elect to share this data with VMware, visit
http://www.vmware.com/help/privacy.html

NOT NOW 1 AGREE
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8. Tap either | AGREE or NOT NOW.

Note P  You are not required to agree to share your information. Intelligent
Hub uses any information collected to improve the app’s
functionality. Choosing the Not Now option will opt you out of sharing
your app usage information.

The Set Up a Work Profile screen appears and will look similar to the examples below,
depending on your device.

Samsung Google Pixel

Let's set up your waork profile

Samsung Knox Privacy Policy

o Agee |

9. Tap Agree (Samsung) or Accept & Continue (Google Pixel).

The Creating a Work Profile screen will appear followed by a Configuring Something
Spectacular screen. (See note below if using Google Pixel device.)

Note P These additional screens do not require interaction.

Creating
Work profile...

Work app icons are marked with a badge so you
can tell them apart from your personal apps.
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Configuring something spectacular...

®

Note » For Google Pixel devices only, the following screen appears. Tap
Next to continue.

UHapps.

Data in your work profile is visible
to your IT admin
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& Once your work profile is set up, the Hub app screen automatically appears.

Account

*@UHhospitals.org

0 This Device

% App Catalog

Q Support

O About

10. Tap the Home button on your phone to go back to your phone’s home screen.

11. Swipe up on your device to see your App list. At the bottom of your screen, you will now see Personal and
Work tabs. Tap on the Work tab.

Note P The Boxer and Content apps will take a couple minutes
to appear.
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12. In the list of apps on the Work tab, you may see a red circle with a “1” in it in the corner of the Hub app.
Swipe down from the top of your screen to see the notifications. You may see an indication for Hub
requesting you to enter your current device password. Tap on the Hub notification, then enter your device
PIN/password when prompted.

Hub App with “1” Swipe Down to See
Notification Showing Notification Screen
in Corner
NS 1331 =l 56%&
B Tue, Feb 9 (O - §
, : @0 ® + +
Contacts Hub My Files Play Store
=
@ o
Chrome Camera Content oxel Q Hub 1330 [ ]
Hub

Please confirm your current password.

@ Samsung Members vl 13113
Optimize your battery [|
Click here 10 check your battery life

G Google Play servie... gnerzy2@gmail ¢ 12/1/20  ~
A better Android experience is iting ~
Take one minute to set up your phone with Go L
Silent netifications x
Ed samsung capture 13:30 -
Screenshot saved .
Tap here 1o open it in Gallery.

.- Nofification settings Clear

{008 Job Aid IT Training and Development, MSC




Enrolling and Activating Intelligent Hub (Airwatch) and Boxer

Configuring UH Email on Your Device

1. Tap the Home button on your device to return to your Home screen.

2. Swipe up on your Home screen to see your App list.

3. Atthe bottom of the screen, tap the Work tab.

4. From the list of apps, tap Boxer.

IT Training and Development, MSC Job Aid 11‘
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B The Privacy screen appears.

Privacy

Your privacy matters.
VMware Workspace ONE collects information
that is required to provide secure access to
your work data and applications. Below you
will find an overview of data collected by
Workspace ONE and Boxer to provide optimal
performance, security and support. For
information about how your company handles
information collected by Workspace ONE,
please contact your company.

Contact your company's IT administrator if
you want to find out how to un—enroll your
device and discontinue access to this app.

Data Collected by Boxer

Tap here for an overview of the data that
this app may collect about device hardware,
diagnostics and user information to function
properly, and to secure company data stored
on this devicegstg o

s access o

| UNDERSTAND

5. Tap | UNDERSTAND.
The Data Sharing screen appears.

<« Data Sharing

Want an even better app experience?
Help us improve and develop new app features
and functionality that will make you even
more productive.

We would like to collect information about your
usage of our app to better understand how
users interact with our apps and how we can
improve the app experience. We analyze this
usage data in the aggregate and not in any
way that identifies you. You can change this
setting at any time.

For information about how VMware handles

your usage data if you elect to share this data

with VMware, visit
httpefwww.ymware.com/help/privacy.html

NOT NOW

6. Tap | AGREE or NOT NOW.

Note P Youare not required to agree to share your information. Intelligent
Hub uses any information collected to improve the app’s
functionality. Choosing the Not Now option will opt you out of sharing
your app usage information.
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2 The Boxer Welcome/Login screen appears.

2]

S

Welcome to a better inbox,
© " @UHhospitals.org.

©

NEXT

GG

asdfgh j kI
© z x ¢ v b nm &

1#1 , Engligh (US) . Done

s (] =

7. When the Boxer Welcome/Login screen appears, it will prompt you for your UH network password. (If it
promptsyou for both your ID and password, please wait approximately 10 seconds and the screen
will refresh and prompt you for only your password). Enter your UH Network Password and tap NEXT.

Tip » This is the same password you use to log in to the UH network and/or your UH webmail.

The Allow Boxer to Access Your Contacts? screen appears.

Allow Boxer to access your contacts?

Deny

8. Tap Allow.
The Allow Boxer to Access Your Calendar? screen appears.

Allow Boxer to access your calendar?

Deny

IT Training and Development, MSC Job Aid 13‘
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9. Tap Allow.
The Allow Boxer to Access Your Photos, Media, and Files on Your Device? Screen appears.

i N

Allow Boxer to access photos, media, and files
on your device?

Allow

Deny

10. Tap Allow.

11. If prompted with the Do You Want to Get Notifications from Boxer?” screen below, tap OPEN SETTINGS.
If you are not prompted with this screen, skip to Step 15.

X Turn off battery optimization

Do you want to get
notifications from Boxer?

To get email and calendar notifications
while Boxer is running in the background,
follow these steps:

' Tap Open Settings below

Tap the - dropdown menu at top
of page and select All Apps

3 Scroll to Boxer and tap to turn off
battery optimization.

NOT NOW| | OPEN SETTINGS

(] =

T
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B The Optimize Battery Usage screen appears.

LR~ BN e

< Optimize battery usage/ Q

Apps not optimized (0) «

No apps.
12. Tap the arrow next to Apps not optimized.
13. Tap All to show all apps.
149 @& & - B RE e
< Optimize battery usage Q

All(3)

Turn on Optimize battery usage for individual
apps. Some functions, such as those that use
mobile networks or sync data, will be restricted
to save battery power.

Boxer
B 280 MB

— Content
@ 206MB «©

@ SharedDeviceKeyguard «

40.96 KB

14. Scroll down to Boxer and slide the switch to off (grayed out) to turn off Battery Optimization for Boxer.

15. Press the Back button on your phone to return to the Boxer inbox. Your mail will begin syncing.

note »  YOUTr mail will typically sync
within 10 minutes.

Note P  You should see your inbox after that time. During the enroliment
process, you may receive a message that your email is blocked or
cannot sync with the senver. This is normal while your device
configures your email account.
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— Inbox Q

Mailboxes

o

- You will berequired to use a passcode to accessyour Boxer Inbox aslong
=20 asyour device isenrolled in Intelligent Hub (AirWatch).

Once your phoneisset up, you have 10 attemptsto enter your passcode
correctly. If you enter your passcode incorrectly more than 10 times,
Intelligent Hub (AirWatch) will automatically be removed from your phone.

If you have forgotten your passcode or if you enter your passcode
incorrectly three times, we strongly recommend contacting the
UH Senvice Desk at 216-844-3327 to reset your passcode so
Intelligent Hub (Airwatch) is not remowved.

Accessing UH Email, Calendar and Contacts

Once you enroll your device in Intelligent Hub (Airwatch), your UH email, calendar and contacts will be accessible
via the Boxer application on your device.

e If Boxeris not located on one of your home screens, you can find it within your device’s Apps container. The
Apps container lists all of the apps installed on your device. Access the Apps container by swiping up
anywhere onthe home screen.

e The Boxer app also has two widgets that you can add to your home screens for quick access to your email or
calendar. Unfortunately, you can no longer access Work and Personal email or calendarsin a
combined view.

Connecting to UH_BYOD Wi-Fi

The Bring Your Own Device (UH_BYOD) wireless network is specifically designed to connect your personal
device (e.g., smartphone, iPod, iPad, etc.) to the UH Network.

To connect to UH_BYOD, follow these steps:

1. Onyourdevice, open Settings.ﬂ
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B The Settings screen appears.

_| Seal & ::;@/::

r»  Connections

Wi-Fi, Bluetooth, Data usage, Airplane mode

) Sounds and vibration

Sounds, Vibration, Do not disturb

Naotifications

Block, allow, pricritize

Display

Brightness, Blue light filter, Home screen

Wallpapers and themes

Wallpapers, Themes, Icons

Advanced features

5 Pen, Games, One-handed mode

Device maintenance
Battery, Storage, Memory, Devi

Apps

Default apps, App permissions

Lock screen and security
i gerpri
Double tap to hide navigation bar.

Cloud and accounts

Samsung Cloud, Backup and restore, Smart Sw.

c — ([ <

2. Tap Connections.
The Connections screen appears.

< CONNECTIONS

o)

Wi-Fi

Conne

t to Wi-Fi networks.

Bluetooth

Connect to nearby Bluetooth devices
Data usage

Airplane mode
Turn off calling, messaging, and
Mobile data

NFC and payment q

On
Mobile Hotspot and Tethering

Location q
High accuracy

More connection settings

LOOKING FOR SOMETHING ELSE?

SAMSUNG CLOUD
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3. Tap Wi-Fi.

E The Wi-Fi settings screen appears.

< Wi-Fi Wi-Fi Direct ADVANCED

« <)

AVAILABLE NETWORKS

UH_Guest

UH_BYOD |

UH_Hertz
UH_Marconi
UH_Watson
ccpo_JC_ct
PubWifi
UH_Belll
UH_Edison
UH_Tesla

+ Add network

= (] &

4. Atthe top of the screen, ensure the Wi-Fi option is turned on (it will be blue if turned on). The device will now
scan for available Wi-Fi networks.

5. From the list of Available Networks, tap UH_BYOD.

6. Tap the Select certificate drop-down and tap Don’t validate.

Note »  Depending on your device, you may not have the option to choose
“Don’t validate.” If you do not have the option, enter uhhs.com in the
domain field.

7. In the Identity field, enter uhhs\ and your UH user name (e.g., uhhs\temploy1l).

8. In the Password field, type in your UH network password.

Tip » This is the same UH username and password you use to log in to the UH network and/or UH
webmail.

9. Ensure “Auto reconnect” is selected.

10. Tap Join or Connect.

Note »  Yourdevice will display Authenticating, Obtaining IP Address, and
Connected as it connects to UH_BOYD.
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When your network password changes, you will need to reconnect to
L ) UH_BYOD with your new password. To do this, tap Forget This Network for
the UH_BYOD connection and repeat Steps 1 - 5 abowe.

il Verizon W 867 AM REE Y
& Wi-Fi UH_BYOD
Forget This Netwark /
Auto-Join L
v AL
Configure 1P Automatic
Ak - EFEWTTHIE N W W VY

For a detailed job aid about connecting to the UH_BYOD Wi-Fi network, click here.

Troubleshooting

Connecting to UH_BOYD

If you are not able to connect to the network, try these suggestions:

e Verify that you are not connected to other UH networks (e.g., UH_Guest).

e Review your saved Wi-Fi profiles. If you are connected to another UH network, tap Forget This Network and
re-connect to UH_BOYD by repeating steps 1 - 10 above under “Connecting to UH Wi-Fi.”

e Verify that your password is correct and/or not expired or locked out.
e Reboot your phone. If you are still not connected, repeat steps 1 - 10 above under “Connecting to UH Wi-Fi.”

Finding the Version of Android on Your Device

UH does not support any device that has been altered to allow configuration or functionality that was previously
locked down by the carrier or manufacturer. This job aid requires that your Android operating system version be
current or, at minimum, version 4.X. You can find your version by following the steps below.

1. Onyourdevice, tap the Settings icon.
2. Scroll down to the bottom of the list and tap About phone.
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ol 98% W 1:49 PM

Device maintenance

Battery, Storage, Memory, Device security

Apps

Default apps, App permissions

ﬁ Lock screen and security

Always On Display, Face Recognition, Fingerpri

Cloud and accounts
Samsung Cloud, Backup and restore, Smart Sw.

@ Google

Google settings

Accessibility

Vision, Hearing, Dexterity and interaction

General management
Language and input, Date and time, Reset

ﬂ Software update

Download updates, Scheduled software update

Help

User manual

About phone

Status, Legal information, Device name

- 2 D ¢

The About Phone screen appears.

i} =11 70% B 7:03 PM
< ABOUT PHONE Q
Galaxy Note8
Cepir )

My phone number UNKNOWN
Model number SM-N950U1
Serial number R K

IMEI

Status

View the SIM card status, IMEI, and other information

Legal information

Software information

View the currently installed Android version, baseband
version, kernel version, build number, and more

L_Batterv information

3. Tap Software Information.
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E  The Software Information screen appears, indicating the Android Operating system version.

[ 17X:) =0 70% @ 7:04 PM

< SOFTWARE INFORMATION

Android version

Samsung Experience version

Baseband version &
N950UTUES5SCRH7

Build number
R16NW.N950U1UES5CRH7

SE for Android status

Security software version
MDF v3.1 Release 2
WLAN v1.0 Release 1

~ [ <

Note » If the operating system on your device is not at version 4.x, use
Software Update on your device to install the latest operating
system. Contact your carrier or the UH Senvice Desk at
216-844-3327 if you need assistance with this process.

Manually Changing Notification / Optimize Battery Usage Settings

To manually change or check the Optimize Battery settings on your device, follow the steps below.

Note » The Android 11 OS has different steps. Please note your OS version
and use the appropriate steps below.

On your device, open Settings. ﬁ

1.

2. Openthe Work Profile.

3. Scroll down and tap Apps.

4. For Android 11 and abowve, tap the Work tab at the bottom of the screen (skip this step for Android 10 and
earlier).

5. Tap Boxer.

Tap Battery.
7. Tap Optimize Battery Usage.
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8. For Android 11 and above, tap the Work tab at the bottom of the screen (skip this step for Android 10
and earlier).

9. Near the top of the screen, make sure the drop down menu is set to All.

T49 6 & & - 0N e
< Optimize battery usage Q
All(3) =

Turn on Optimize hattery usage for individual
apps. Seme functions, such as those that use
mobile networks or sync data, will be restricted
to save battery power.

Boxer

i
8 280 MB

— Content
=a 206 MA «©

@ SharedDeviceKeyguard «©

40.96 KB

10. Slide the switch for Boxer to Off (when off, the slider will be grayed out as shown abowe).

Additional Resources to maximize your experience

« Logging in and Customizing Favorites for UHapps on Mobile Devices [PDF]

« Access your files from anywhere - Content App User Guide [PDF]
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